In this paper, we propose a new method to construct cryptographically significant (vectorial) Boolean functions over F 2 n by using the decomposition of the multiplicative group of F 2 n , and give a generalized description for constructing a class of vectorial Boolean functions with high algebraic immunity. Moreover, for even n, we introduce two special classes of vectorial Boolean functions with high algebraic immunity: one is hyper-bent and the other is balanced with optimal algebraic degree.
Introduction
Boolean functions, especially vectorial Boolean functions play a very critical role in symmetric cryptographic systems. There are many criteria for a Boolean function to be a so-called 'good'one, such as balancedness, high nonlinearity, high algebraic degree and correlation immunity. In 2003, Courtois and Meier proposed an algebraic attack upon some well-known stream ciphers (LILI128 and Toyocrypt) [10] which was later called standard algebraic attack. The attack was then improved by Courtois [9] . After that, algebraic attack became an effective method to analyse stream and block ciphers. Besides LILI128 and Toyocrypt, many other cryptographic systems [1, 3, 11] were investigated by the means of algebraic attack. At the same time, algebraic immunity, which is used to measure a Boolean function's ability for resisting stand algebraic attack, has become a very important criterion to design Boolean functions. Because of the various algebraic properties and geometric constructions of Galois field, Boolean functions are most frequently studied over F 2 n . When n is even, i.e. n = 2k, F 2 n can be viewed as 2-dimensional F 2 k -vector space, thus the Boolean functions can be studied over F 2 k × F 2 k . Based on those representations, several works have been devoted to constructing Boolean and vectorial Boolean functions with high (especially optimal) algebraic immunity [5, 6, 12, 16] .
As we know, for any commutative group G, if G has two subgroups G 1 and G 2 , with G 1 G 2 = {1}, #G = N 1 × N 2 , (N 1 , N 2 ) = 1, where #G 1 = N 1 , #G 2 = N 2 , then G can be represented as G = G 1 × G 2 . Based on this fact, we offer a way to construct a class of vectorial Boolean functions with high algebraic immunity over F 2 n . When n = 2k, F * 2 n has two such subgroups naturally: one is F * 2 k and the other is the group of 2 k + 1th roots of unity in F 2 n . Then, we construct two special classes of Boolean functions of such kind: one is hyper-bent and the other is balanced and with optimal algebraic degree.
Constructing (vectorial) Boolean functions based on group decomposition provides a new way to study and find 'good' Boolean functions with various cryptographic properties. The rest of this paper is organized as follows. In Section 2, we give some necessary notations and preliminaries for this paper. Then, we describe the main results in Sections 3 and 4. Finally, in Section 5, we conclude this paper.
Preliminary

Boolean and vectorial Boolean functions
Let n and m be two positive integers. A Boolean function of n variables is a function from F n 2 to F 2 , and a function F(
is a Boolean function on n variables. When the numbers m and n are not specified, an (n, m) − function is called multi-output Boolean function or vectorial Boolean function [4] .
Representations of Boolean functions
The basic representation of an n-variable Boolean function f is the truth table, i.e. a binary string of length 2 n as (f (0, . . . , 0, 0), f (0, . . . , 0, 1), f (0, . . . , 1, 0), . . . , f (1, . . . , 1, 1)).
We say that a Boolean function f is balanced if its truth table contains an equal number of ones and zeros. The support of f is defined as supp(f ) := {x ∈ F n 2 : f (x) = 1}. Let B n be the set of all n-variable functions from F n 2 to F 2 . Each f ∈ B n has a unique representation as multivariate polynomial over F 2 , called the algebraic normal form, of the special form:
The algebraic degree of f denoted by deg f is defined as the number of variables in the highest order term with nonzero coefficient. It should be noted that the maximal algebraic degree of a balanced n-variable Boolean function is n − 1. The Boolean functions over F 2 n can also be uniquely expressed by a univariate polynomial
where a 0 , a 2 n −1 ∈ F 2 , a i ∈ F 2 n for 1 ≤ i < 2 n − 1 such that (a i ) 2 = a 2i (mod 2 n −1) , and the addition is modulo 2. In fact, f (x) = a∈F 2 n f (a)(1 + (x + a) 2 n −1 ). For the 2-adic expansion i = i 0 + i 1 2 + · · · + i n−1 2 n−1 , the algebraic degree of f is defined as deg f = max{wt(i) : a i = 0, 0 ≤ i < 2 n }, where wt(i) is the number of ones in the 2-adic expansion of i or the Hamming weight of i. In this paper, we useī to denote the 2-adic expansion of i, i.e.ī = (i 0 , i 1 , . . . , i n−1 ).
Let n = 2k and α be a primitive element of F * 2 n , we consider the polar decomposition of F * 2 n = F * 2 k × U, where F * 2 k is a subgroup of F * 2 n with primitive element β = α 2 k +1 , and U is the group of 2 k + 1th roots of unity in F 2 n , i.e. U = {z ∈ F * 2 n : z 2 k +1 = 1}. Under the polar decomposition of F * 2 n , ∀x ∈ F * 2 n , x can be decomposed as
Hence, under the polar decomposition of F * 2 n , any Boolean function f ∈ B n can be represented as
The algebraic degree of f is
The algebraic degree of vectorial Boolean functions is defined by
The algebraic degree of (n, m)-Boolean function F is
F is called balanced if every pre-image by F has the same size. This is equivalent to saying that every component function v · F, v = 0, is balanced, and thus Deg(F) ≤ n − 1.
Algebraic immunity of Boolean and vectorial Boolean function
Definition 2.2 [14] The algebraic immunity AI(f ) of an n-variable Boolean function f is defined to be the lowest algebraic degree of nonzero functions g such that f · g = 0 or (f + 1) · g = 0.
In order to study the algebraic immunity of vectorial Boolean functions, Armknecht introduced the idea of annihilating of set, and then generalized the concept of annihilator from single-output Boolean functions to multi-output ones.
Definition 2.3 [2] The basic algebraic immunity of an (n, m)-Boolean function F is
In 2003, Courtois and Meier [10] gave the upper bound on the algebraic immunity of Boolean functions. Later,Armknecht and Krause [2] found the upper bound on the basic algebraic immunity of (n, m)-Boolean functions. In 2009, Feng et al. [13] generalized the notation of algebraic immunity of Boolean functions over arbitrary finite fields and proved that the maximal values of algebraic immunities for most of the generalizations could be reached.
Algebraic immunity of set
Definition 2.5 For any set P ⊆ F n 2 , the algebraic immunity of P is defined as
Obviously, if P 1 ⊆ P 2 , then SAI(P 1 ) ≤ SAI(P 2 ).
Here, we give some more definitions about sets:
then Q is said to be an M-subdivision of P (Sometimes we also call Q an M-subdivision of P, and denote it as Q P).
Obviously, an M-division is an M-subdivision of itself. From the above definitions, it follows that Lemma 2.7 Let both P = {P 0 , . . . , P M−1 } and P = {P 0 , . . . , P M } be two M-subdivisions of P. If P P , then AI(P) ≤ AI(P ).
Remark 1 By Lemma 2.7, if we can get a AD d,M (F 2 n ) for the preimage set of some (n, m)-Boolean function F, where AI(F) ≥ d and M = 2 m , then any M-division K of F 2 n , which satisfies AD d,M (F 2 n ) K, has an algebraic immunity larger than d, hence the (n, m)-Boolean function FK whose preimage set is K satisfies AI(FK) ≥ d. Specially, if AI(AD d,M (F 2 n )) reaches the maximum as Theorem 2.4 gives, then FK is an (n, m)-Boolean function with optimal algebraic immunity. Motivated by this strategy, we will construct (n, m)-Boolean functions with high algebraic immunity from some known ones.
Vectorial bent and hyper-bent functions
Nonlinearity is another important cryptographic property for Boolean functions. The nonlinearity of an n-variable function f is the minimum Hamming distance to all n-variable affine functions, i.e.
where d H (f , g) is the Hamming distance. The nonlinearity can also be expressed by means of the Walsh transform of f , which is
where Tr n k is the trace mapping from F 2 n to F 2 k defined as Tr n k ( 
where v · F is the inner product (see the definition in Definition 2.8).
A Boolean function f is called the bent function if its Walsh transform spectrum is two-valued, i.e. W f (a) = ±2 n/2 for all a ∈ F 2 n . Bent functions exist only for even n and lie at the maximal distance to all affine functions. In fact, the distance of an n-variable bent function to any affine function equals 2 n−1 − 2 n/2−1 . After their introduction by Rothaus in 1976, and thanks to their good algebraic and combinatorial properties, bent functions have drawn more and more attention in the study of cryptographic Boolean functions. In 2001, Youssef and Gong [17] found a subclass of bent functions with even better cryptographic properties, which were named as hyper-bent functions. The definition of hyper-bent functions can be referred to [17] . In this paper we will show some interests in vectorial hyper-bent functions defined as follows.
A general way to construct high algebraic immunity vectorial Boolean functions based on the decomposition of group
As mentioned above, for any commutative group G, if G has two subgroups G 1 and G 2 , with G 1 G 2 = {1}, #G = N 1 × N 2 , (N 1 , N 2 ) = 1, where #G 1 = N 1 and #G 2 = N 2 , then G can be represented as G = G 1 × G 2 . In this section, we assume F * 2 n can be decomposed into G 1 and G 2 which satisfy those requirements. Based on this representation, we will construct a class of vectorial Boolean functions with high algebraic immunity.
Before presenting the construction, we define some symbols. Let t,
Now, we construct set with high algebraic immunity as follows.
is the integer part of T . Define:
(α N 1 ) (c+1)A−1 as its roots. Since (N 1 , N 2 ) = 1, α N 1 is also a generator of G 2 . Thenĥ t = (h t , h t+N 1 , . . . , h t+N 1 (N 2 −1) ) is a codeword of some BCH code with designed distance A + 1. If h =0, then the number of i satisfying h i = 0, t ≤ i ≤ N 1 (N 2 − 1) is at least A + 1. However, our hypothesis implies that there are at most A nonzero elements in {h i }, which is a contradiction! Therefore,ĥ t = (0, . . . , 0) holds for any t (i.e. h ≡ 0), thus SAI(P c,A ) ≥D N 1 (n, A).
Based on Theorem 3.1, we construct vectorial Boolean functions with high algebraic immunity as follows.
Proof By Theorem 3.1 and Definition 2.3, the result stands.
Constructing high algebraic immunity vectorial Boolean functions over F 2 2k
From Section 2.2, we know that when n = 2k, the multiplicative group of F 2 n , i.e. F * 2 n , naturally has two subgroups which satisfy the conditions listed in Theorem 3.1. Therefore, we can construct some classes of vectorial Boolean functions with high algebraic immunity based on Theorem 3.2.
From now on, we always assume n = 2k , α is a primitive element in F * 2 n , U is the group of 2 k + 1th roots of unity in F 2 n , i.e. U = {z ∈ F * 2 n : z 2 k +1 = 1}. ξ = α 2 k −1 is a generator of U, and β = α 2 k +1 is a primitive element in F * 2 k .
Constructing a class of hyper-bent functions with high algebraic immunity
In 2006, Carlet and Gaborit [7] found a class of hyper-bent functions which was named as PS # ap class.After that, Charpin and Gong [8] derived a slightly different version of this kind of hyper-bent functions:
Proposition 4.1 [8, Theorem 2] Let n = 2k, α and ξ be a primitive element and a primitive 2 k + 1th root in F * 2 n respectively, f be a Boolean function over Let γ be a primitive element and ξ = γ 3 be a primitive fifth root in F * 2 4 .
is a hyper-bent function if and only if the cardinality of the set {i|f (ξ
Thus, we get a (4, 2)-Boolean function as D N 1 (n, A) 
Following the definition of 
Then,
There are 2 m−1 solutions (i.e.b) forv ·b = 1, that is, the number of i such that F v (ξ i ) = 1 is 2 m−1 · 2 k−m = 2 k−1 . From Proposition 4.1, F v is hyper-bent, hence F is a vectorial hyper-bent function.
(2) Algebraic immunity
Notice that F is a special case of the function defined in Theorem 3.1 with G 1 = F * 2 k and G 2 = U, thus AI(F) ≥ D N 1 (n, A), where N 1 = 2 k − 1, A = [(2 k + 1)/2 m ] = 2 k−m . From the results of some small k we have checked (Table 1) , D 2 k −1 (n, 2 k−m ) is very close to d(n, m) and some can even be equal to d(n, m).
Although the (n, m)-Boolean function F defined in Construction 4.2 has high algebraic immunity, it is not balanced due to its hyper-bent property and the algebraic degree is too low (compared to n − 1). We hope to find some functions which are balanced, with optimal algebraic degree and also have high nonlinearity. By the proof of Theorem 4.4, we know P = {P 0 , . . . ,
. According to Lemma 2.7, if we can construct some functions whose 2 m -division of their preimage sets contain P, then those functions have algebraic immunity greater than AI(F). To achieve such goal, we only need to add the elements in F 2 n \P into A i arbitrarily. And hence we obtain a large number of (n, m)-Boolean functions with high algebraic immunity from F. Theorem 4.5 We can derive (2 m !) · 2 m2 k (n, m)-Boolean functions from the one defined in Construction 4.2, whose algebraic immunity is greater than D 2 k −1 (n, 2 k−m ). Among them there are
Proof As P = {P 0 , . . . , P 2 m −1 }, P i = {yz : y ∈ F * 2 k , z ∈ A i } is a d-AI division of F 2 n , we can get a new function by adding the elements of Q = F 2 n \P = F * 2 k × {1} {0} arbitrarily. There are (2 m ) #Q = (2 m ) 2 k = 2 m2 k ways to do this. Moreover, there are 2 k !/(2 k−m !) 2 m ways to assign those #Q = 2 k numbers to P i equally. Every assignment corresponds to a different balanced (n, m)-Boolean function.
For division P = {P 0 , . . . , P 2 m −1 }, if we re-permutate those P i , we can get another division P = {P τ (1) , . . . , P τ (2 m −1) }, where τ : F 2 m → F 2 m is a bijection (or permutation). There are 2 m ! such permutations in all, and obviously P is a d-AI division of F 2 n .
Thus by Construction 4.2, we can get (2 m !) · 2 m2 k (n, m)-Boolean functions whose algebraic immunity is greater than D 2 k −1 (n, 2 k−m ). Among them, there are (2 m !) · (2 k !/(2 k−m !) 2 m ) ones are balanced.
In the next subsection, we will find some balanced (n, m)-Boolean functions with optimal algebraic degree (i.e. n − 1) among those vectorial Boolean functions mentioned in Theorem 4.5.
Construction of balanced high algebraic immunity (n, m)-Boolean functions with optimal algebraic degree
Example 4.7 Let F be the (4, 2)-Boolean function constructed in Example 4.3, and we'd like to get a balanced one according to Construction 4.6.
It is easy to see that C 0 = {1}, C 1 = {β = γ 5 }, C 2 = {γ 10 }, C 3 = {γ 15 }. By Construction 4.6, g 0 (x) = g 0 (yz) = 1 when z = 1, y ∈ C 1 C 3 and g 1 (x) = g 1 (yz) = 1 when z = 1, y ∈ C 2 C 3 . Thus, Proof First, we show that F is balanced. For all b ∈ F 2 m , we have
Second, we compute the algebraic immunity of F as follows. By the proof of Theorem 4.4, we know P = {A 0 , . . . ,
R is the preimage set of F that makes up a division of F 2 n . It's easy to check P R, then AI(P) ≤ AI(R). Thus AI(F ) ≥ AI(F) ≥ D 2 k −1 (n, 2 k−m ).
Third, we prove that F has optimal algebraic degree. Since F(x) is a hyper-bent vectorial function, Deg(F(x)) = n 2 = k [7] . To obtain the algebraic degree of G(x), we consider the coefficient of item
Then, for any i, 0 ≤ i ≤ m − 1, deg(g i (x)) ≥ wt(2 n − 2) = n − 1, which means deg(G(x)) ≥ n − 1. By the balancedness of F (x) = F(x) + G(x) and Deg(F(x)) = k = n/2, Deg(F (x)) ≤ n − 1, we obtain Deg(F (x)) = n − 1.
At last, we give an upper bound for the nonlinearity of F . Since
where v · F = v · F + v · G, and 
Conclusion
Based on the decomposition of F * 2 n , a generalized way to construct a class of (vectorial) Boolean functions with high algebraic immunity is provided. Moreover, under the polar decomposition of F * 2 2k , we construct two special classes of vectorial Boolean functions with high algebraic immunity over F 2 2k : one is hyper-bent, the other is balanced with high nonlinearity and optimal algebraic degree.
